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Yeastar Phone System
Multi-layer Security

Endpoint Security Outbound Call Security
Extension Registration | O\thound el Secy 1ty ® OutboundRoute @ Phone Number

» Account Lockout ’ * PINCode e Call Frequency
* Registration Credentials g\dpomt SeCUrfty e Time Condition ¢ Concurrent Calls
e Concurrent Registration e Country/Region e CallDuration

¢ User Agent

¢ |P Address

® Remote Registration

Network Security

Extension Login

® Account Lockout

® Single Sign-on

® Two-factor Authentication
® QR Code/Link Login

¢ Avoid Port Forwarding
e Global Anti-hacking
IP Blocklist

e Country / Region

© Password e Static Defense

® UserRole ® Auto Defense
System Security . Contingency Plan
e Upgrade Firmware e EventNotification and Logging

¢ Disable SSH e Backup
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No Port Forwarding Threats with
Yeastar Remote Access Service

Remote Access Service
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Simple one-click enablement of secure tunneling
service for remote working
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Simplified one-click enablement
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Secure tunneling and encryption
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Eliminated NAT issues & better call quality

Q

Consistent in-office experience with full
phone system feature access on Linkus

UC Clients anywhere, anytime
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Complex configurations that require IT
professional & long deployment process
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* Step 1: Purchase a public IP address

» Step 2: Do port forwarding on router

» Step 3: Configure NAT on PBX

& Complex configuration

@ INnsecure due to open ports on firewall

@ Potential NAT issues to cause call
drop and unstable call quality
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, Port Forwarding |
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